
 

 

Patient Information Sheet  

(to be given by the Referring Physician) 

 

Your doctor (hereinafter referred to as the "Referring Physician") is required to collect and store 

personal information and information relating to your health in your patient file. This file enables 

your medical follow-up and guarantees you the most appropriate care for your health condition, as 

well as continuity of healthcare. In accordance with the General Data Protection Regulation, the 

French Data Protection Act, and the French Public Health Code (hereinafter referred to as the 

"Regulations"), your Referring Physician is the Data Controller for your Patient File. 

As part of your oncology care, your referring physician has suggested that you take advantage of the 

KLINEO Platform, which identifies clinical trials that may offer a treatment option for patients. 

Your Referring Physician therefore wishes to record some of the information contained in your Patient 

File on this KLINEO Platform in order to identify a clinical trial that corresponds to your health 

condition. Within the meaning of the Regulations, KLINEO is the Subcontractor of your Referring 

Physician. 

Your Referring Physician has given you this Information Sheet to explain the reasons, procedures, and 

security measures relating to the recording and processing of your data at KLINEO.  

To learn more about how KLINEO works and how your Personal Data is protected, you can also visit:  

-​  General Terms and Conditions of Service for Patients 
 

-​ General Privacy Policy 
 

The terms used in this Information Sheet with capital letters are defined in Appendix 1.  

 

HOW DOES KLINEO WORK?  

La KLINEO platform reference clinical trials currently being enrolled in France available from public 

sources, including clinicaltrials.gov, CTIS, etc.  

 

Like you, your Referring Physician can first use an anonymous form to search for a clinical trial on the 

Platform that meets your therapeutic needs by selecting criteria. 

​
When a clinical trial is identified, you can either create your own Account and Patient File (see 
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General Terms and Conditions of Service for Patients available on the Platform), or ask your Doctor to 

create them for you.  

 

In this case:   

1.​ Your Referring Physician creates your Patient File on KLINEO.  

 

2.​ Your Referring Physician will then select the clinical trial(s) that correspond to your 

therapeutic needs. 

 
3.​ Your Referring Physician chooses to contact one or more Investigating Physicians in charge of 

the clinical trial that matches your profile for the purposes of pre-selection. 

 
4.​ Your Referring Physician has been informed that your profile meets the initial criteria for the 

clinical trial and may contact the Investigating Physician. 

 
5.​ Your Referring Physician will inform you of your pre-selection so that you can arrange a 

consultation appointment with the Investigating Physician in charge of the clinical trial and 

ensure that your profile meets the trial criteria. 

The KLINEO Platform thus enables the preselection of clinical trials for which patient profiles meet 

the inclusion criteria of the referenced clinical trials.  

It does not in any way prejudge the final decision on inclusion, nor does it replace the appointments, 

examinations, or medical explanations provided by the Investigating Physician regarding your 

inclusion, the scope, risks, and consequences of the Clinical Trial, which will be carried out by the 

Investigating Physicians outside the Platform and under their sole responsibility, in accordance with 

applicable regulations.  

You are always free to accept or decline participation in any clinical trial that may be offered to you.  

 

WHAT DATA IS SENT TO KLINEO BY YOUR REFERRING DOCTOR?  

When creating your Patient File on KLINEO, your Referring Physician may send KLINEO the following 

information: 

 

 
Purpose of Process 

 
Nature of Patient Personal Data 

 
 
Creation of the 
Patient Record by 
the Referring 
Physician for the 

 
For Each Patient:  
 

▪​ Surname 
▪​ First name 
▪​ Date of birth 
▪​ Address 
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purpose of searching 
for a clinical trial  
 

▪​ Email 
▪​ Sexe 
▪​ Phone Number 
▪​ Health insurance coverage (yes/no) 
▪​ Data related to your medical condition:  
▪​ Type of cancer (affected organ, histology, biomarker, 

medical reports, biological reports, medical imaging 
reports) 

▪​ Medical history 
▪​ Personal data: dependence (independent, bedridden, 

etc.). 

 

 
In the context of Processing carried out as a Subcontractor, KLINEO acts solely on the instructions of 

your Referring Physician. KLINEO does not itself determine the legal basis or retention periods for 

Personal Data. For security reasons, however, KLINEO may implement default retention periods.  

​
KLINEO retains your Personal Data until your Patient File is deleted by your Referring Physician or by 
you, or failing that, for two (2) years from the last activity on your Referring Physician's Account.  At 
the end of the contract, the data is pseudonymized and then stored for two (2) years in an archive 
database for the purpose of improving the algorithm and the patient journey. 
 

 

WHAT SECURITY MEASURES ARE IN PLACE AT KLINEO?  
 
Your Personal Data is stored by KLINEO in France at OVH Cloud. This hosting provider is certified 

"HDS" ("Health Data Host"), in accordance with the law and standards established by the ANS 

("Agence du Numérique en Santé" - Digital Health Agency), in consultation with the CNIL 

("Commission nationale de l'informatique et des libertés" - National Commission for Information 

Technology and Civil Liberties).  

 

This certification attests to the most advanced security measures to protect health data hosting 

centers, ensuring the confidentiality of said data.  

 

WHAT ARE YOUR RIGHTS?  

 
In accordance with current regulations, you have, with some exceptions:  

 

• the right to obtain confirmation as to whether or not personal data concerning you are being 

processed and, where they are, access to said personal data as well as to several pieces of 

information about our processing operations (right of access – Article 15 of the GDPR); 

 

• the right to obtain the rectification of inaccurate personal data concerning you (right to 

rectification – Article 16 of the GDPR); 

 

3/6 
Patient Information Sheet 

Version of 02.10.2025 

 



 

• the right to obtain from us the erasure of personal data concerning you in certain cases (right to 

erasure or "right to be forgotten" – Article 17 of the GDPR); 

 

• the right to obtain restriction of processing in certain cases (right to restriction of processing – 

Article 18 of the GDPR); 

 

• the right to receive the personal data you have provided to us, in a structured, commonly used, and 

machine-readable format, and/or to request that we transmit this data to another data controller, 

where the processing is based on consent or on a contract and the processing is carried out using 

automated means (right to data portability – Article 20 of the GDPR); 

 

• the right to obtain, for reasons relating to your particular situation, that we no longer process your 

personal data in certain cases (right to object – Article 21.1. of the GDPR); 

 

• the right to object to the processing of your personal data for marketing purposes (right to object 

to marketing – Article 21.2. of the GDPR). 

 

• the right not to be subject to a decision based solely on automated processing that produces legal 

effects concerning them or similarly significantly affects them (right not to be subject to automated 

individual decision-making – Article 22 of the GDPR) – our processing operations are not affected. 

 

The existence or otherwise of these various rights depends in particular on the legal basis for the 

processing to which the request relates.  
 

To exercise your rights or obtain further information about the processing of your Personal Data, 

you may contact:  

1.​ either directly your Referring Physician;  
2.​ either KLINEO by post at 6 rue des Bateliers, Bureau 3, 92110, Clichy, or by email at 

dpo@klineo.fr 
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APPENDIX 1 – DEFINITIONS  

 

Physician Account:  Means indifferently the Referring Physician Account and the 
Investigator Physician Account. 

Investigator Physician 
Account:  

Means the personal private space of the Investigator Physician for at 
least one partner clinical trial, allowing him/her to use the Services 
through his/her login credentials. 

Referring Physician 
Account: 

Means the personal private space of the Investigator Physician for at 
least one partner clinical trial, allowing him/her to use the Services 
through his/her login credentials. 

Patient Account: Means the personal private space of the Patient, allowing him/her to 
use the Services through his/her login credentials. 

General Terms of Service 
for Physicians: 

Means the document describing the applicable general provisions 
relating to the use of Physician Accounts.​
The general terms of service may be updated. The latest version is 
available at any time on KLINEO’s website. 

General Terms of Service 
for Patients:  

Means the document describing the applicable general provisions 
relating to the use of Patient Accounts.​
The general terms of service may be updated. The latest version is 
available at any time on KLINEO’s website. 

Physician Data: Means the data of the Physician (which may include Personal Data) 
provided by him/her on his/her Physician Account. 

Patient Data: Means the data of the Patient (which may include Personal Data and 
Health Data) provided by the Patient on his/her Account or entered by 
his/her Referring Physician. 

Personal Data: Means any information relating to an identified or identifiable natural 
person, as defined by the General Data Protection Regulation (GDPR). 

Health Data: Means “data concerning health” as defined by the GDPR. 

Patient Medical Record: Means the unique Record summarizing the Personal Data (including 
the Patient’s Health Data), accessible exclusively to the Patient via 
his/her Patient Account, to his/her Referring Physician via the 
Physician Account, and to any Investigator Physicians via their 
Physician Accounts to whom the Referring Physician may share it. 

Hosting Provider: Means the certified HDS data host responsible for hosting all Personal 

Data, including Health Data, processed by KLINEO. 

Physicians: Means indifferently Referring Physicians and Investigator Physicians 

who have an Account on KLINEO. 
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Investigator Physician:  Means the healthcare professional responsible for clinical 
investigation within his/her center, particularly for recruiting patients, 
on behalf of the Sponsor of a clinical trial partnering with KLINEO. 

Referring Physician :  Means the healthcare professional holding an RPPS number, who 
treats one or more Patients and has a Referring Physician Account on 
KLINEO. 

Patient :  Means any natural person, whether or not they have a Patient 
Account, who is followed by a Referring Physician and whose Data are 
entered directly or by the Referring Physician on KLINEO for the 
purpose of finding a clinical trial. 

Plateform :  Means the desktop software system accessible in SaaS (Software as a 
Service) mode on the Website and/or mobile application, allowing 
access to the Services. 

Clinical Trial Sponsor :  Means the natural or legal person who, for industrial or academic 
purposes, initiates the clinical trial. 

GPDR : Means EU Regulation 2016/679 of 27 April 2016 on the protection of 
natural persons with regard to the processing of Personal Data and on 
the free movement of such data (General Data Protection Regulation). 

Services : Means the functionalities made available on KLINEO. 

Prospective User : Means any natural person whose Personal Data are collected by 
KLINEO for the purpose of sending information and updates about the 
Services. 

Visitor :  Means any natural person who browses the KLINEO website without 
creating or logging into a Patient or Physician Account. 
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